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FSK-Based Reactive Jammer Piggybacking
Marc Lichtman, Member, IEEE, T. Charles Clancy, Senior Member, IEEE, and Jeffrey H. Reed, Fellow, IEEE

Abstract— The complexity and sophistication of
communications jamming will continue to increase over
time. The traditional approach to jammer mitigation is to
harden radios, often sacrificing communications performance
for more advanced jamming protection. To provide an escape
from this trend, we propose a jammer exploitation strategy in
which the communications system causes an enemy reactive
jammer to act as an unwitting relay. This can lead to an
improvement in communications as a result of the jamming
attack itself. The strategy proposed in this letter revolves around
using a frequency-shift keying waveform that is tuned in such
a way to exploit the jammer’s behavior. We derive the channel
capacity when using the waveform along with practical coding,
and provide numerical results to gain insight.

Index Terms— Antifragile, antifragility, electronic warfare,
physical layer security, jammer exploitation.

I. INTRODUCTION

JAMMING is an ongoing threat that plagues wireless com-
munications in contested areas. Unfortunately, jamming

complexity and sophistication will continue to increase over
time. This is in part due to the availability of powerful and
low-cost software-defined radios. The current approach to
countering such a threat revolves around jammer detection and
jammer mitigation. As such, an increase in jammer complexity
requires an increase in countermeasure complexity. This leads
to extremely hardened radios that sacrifice communications
performance for more advanced jamming protection. To pro-
vide an escape from this trend, we investigate the area of
jammer exploitation, first introduced in [1]. Unlike mitigation
(i.e., anti-jamming), the more complex an enemy jammer, the
more potential there is for exploitation. Specifically, we seek
to harness a jammer’s signal power and use it for our own
communications. This can lead to significantly lower average
transmission power for the communication system, and thus,
lead to energy savings with respect to normal operation.

In this letter we describe a frequency-shift keying (FSK)
type waveform that can be used to exploit a multichannel
sense-and-transmit jammer, turning it into an unwitting relay.
This type of jammer channelizes a block of spectrum and only
jams frequencies it believes to have a signal present, using a
sensing-based approach. We develop the theoretical capacities
(through the cutoff rate) and energy savings associated with the
waveform. Using numerical results, we show under what con-
ditions an antifragile gain can be achieved, that is, a gain above
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Fig. 1. Example of the jammer exploitation strategy that seeks to minimize
transmitted energy per bit. By piggybacking off the jammer using appro-
priately timed non-coherent M-FSK (M = 4 in this example), the jammer
effectively extends each symbol, increasing the energy per symbol at the
destination node.

the non-jammed case [1]. Our proposed jammer exploitation
strategy is well-suited for energy-constrained nodes, such as
those in a wireless sensor network, or to reduce the probability
of detection.

The main contribution of this letter can be summarized
as follows: development and analysis of a non-coherent
FSK-based waveform used to manipulate a reactive jammer
into relaying information unwittingly, whereby a gain (relative
to a non-jammed case) in transmitted energy per bit can be
achieved.

II. JAMMER EXPLOITATION STRATEGY

The jammer exploitation strategy described in this letter
is an M-ary FSK waveform, tuned to the jammer’s timing
and frequency configuration. We seek to cause the jammer to
effectively relay this FSK signal, such that it combines with
the source node’s signal at the destination node. Thus, we are
assuming the jammer has a fairly quick response time (on
the order of microseconds to milliseconds), in order for this
strategy to have any practicality. In order to exploit the sense-
and-transmit jammer, the source node inserts gaps between
symbols, in such a way that the jammer’s waveform extends
each symbol, effectively adding energy to it. The destination
node uses non-coherent detection, because achieving phase
coherency between the two signals at the destination node is
not practical. This also means amplitude and phase variations
in the jammer’s signal do not have to be accounted for.

This form of jammer piggybacking requires finely tuned
waveform parameters, so that the jammer’s signal does not
overlap with the next FSK symbol at the destination node.
Let us treat each symbol transmitted by the source node as a
pulse. We seek to minimize the pulse duration, as well as the
gap between pulses, which combined form the symbol period.
Figure 1 shows an example of this strategy when M = 4,
although in practical scenarios it is expected that M would be
much higher.
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Fig. 2. Overall system diagram, showing the signals and channels involved,
as well as the channel models used for analysis.

The transmitted signal, x(t), has two important parameters:
the pulse length, and the time between pulses. We will denote
these parameters as TO N and TO F F respectively. The goal is to
reduce the duration of TO N , so as to minimize the transmitted
energy per bit, as well as tune TO F F to maximize the channel
capacity. Appropriate values of TO N and TO F F are a function
of the jammer, which must be probed as part of the proposed
strategy. In the next subsection we discuss how these two
parameters can be determined, given a jammer’s behavior.

A. Determining FSK Parameters
In addition to x(t) being an FSK symbol with the purpose of

communicating information, it also acts as a signal designed to
trigger one specific subchannel of the reactive jammer. Thus,
finding the minimum value of TO N is equivalent to finding
the minimum pulse length that will trigger the jammer’s
detection process (reliably). We propose that the source node
begins by transmitting its FSK signal with a very long TO F F
(e.g., 10 ms), and very short TO N (e.g., 10 μs). It can then
increase TO N each pulse until feedback from the destination
node is received, indicating a functioning link. To determine an
effective value for TO F F , the source node can slowly reduce
the length of TO F F until the connection is degraded.

At this point, it should be clear that the data rate associated
with this jammer piggybacking strategy is fairly low, as the
symbol periods are on the order of the jammer’s sense-transmit
cycle, which could be tens of milliseconds. However, this
approach is not meant for high-throughput links.

III. SYSTEM MODEL AND ASSUMPTIONS

To analyze the performance of the proposed strategy, we
examine the system under Rician fading between the source
and destination nodes, and an additive white Gaussian noise
(AWGN) channel between the jammer and destination node.
The theoretical capacity is determined as the maximum data
rate in which reliable information can be communicated, which
implies the error probability is arbitrarily small. Naturally,
this assumes a form of channel coding (a.k.a. forward error
correction) is used. In order to remain agnostic of the specific
form of channel coding while still taking into account modern
coding schemes, we assume optimal coding is used.

Each M-FSK symbol is made up of a transmission by the
source node, denoted as x(t), and one by the jammer, denoted
as J (t). Figure 2 shows the system diagram, including all
signals and channels involved. These two signals are combined
to form one total FSK symbol. Because of our channel
models, the received signal at the destination node consists of
the following components: (i) line-of-sight (LOS) component
of the source node signal x(t) with a constant attenuation
α (primarily based on path loss) and arbitrary phase shift;
(ii) scattering component of the source node signal x(t)

Fig. 3. At the destination node, the two signals can be received:
(a) consecutively, (b) with a gap, or (c) with overlap.

with Rayleigh distributed attenuation R and phase uniformly
distributed between [0, 2π], due to fading; (iii) jamming
signal J (t) with constant attenuation β and arbitrary phase
shift; (iv) white Gaussian noise component with two-sided
spectral density N0/2. We assume a memoryless channel, and
that the Rayleigh distributed attenuation R is constant over
one symbol, which for x(t) means over the interval [0, TO N ].
This implies the values of R are assumed to be indepen-
dent, providing a lower bound on capacity [2]. Let X = i
correspond to transmitting on frequency fi with power Px

T
for TO N seconds. As such, the transmitted signal is given by
xi (t) = √

2Px
T cos(2π fi t + θ x

i ) when 0 ≤ t ≤ TO N .
At the destination node, the signals x(t) and J (t) can be

received consecutively, with a gap, or with overlap, as shown
in Figure 3. The third case, when there is overlap, is unlikely
to occur if proper TO N and TO F F values are found. Let Tgap
denote the time between when signal x(t) ends and when
signal J (t) begins. Let Tjam be the jamming pulse length.

Assuming the jammer is triggered by x(t) and immediately
transmits “noise” on subchannel fi , the resulting jamming

signal is expressed as Ji (t) =
√

2P J
T cos(2π fi t + θ J

i ) when

(TO N + Tgap) ≤ t ≤ (TO N + Tgap + Tjam) where P J
T is the

jammer’s transmit power.
The received signal at the destination node is given by:

r(t) = αxi (t)+ R
√

2Px
T cos(2π fi t + θ x

i +φ)+β Ji(t) + n(t),

(1)

where α is the strength of the LOS component, φ is uniformly
distributed between [0, 2π], and R is the Rayleigh random

variable with distribution pR(r) = r
σ 2 e−r2/2σ 2

when r ≥ 0
and zero otherwise. The noise term n(t) is a white Gaussian
noise process with two-sided spectral density N0/2. Note that
we can evaluate a Rayleigh and AWGN channel between
the source and destination nodes by setting α2 = 0 and
R = 0 respectively. Likewise, we can remove the jamming
component (e.g., to investigate the baseline scenario) by set-
ting β2 = 0.

The average received energy per symbol from the source
node only is given by E x

s = (α2 + 2σ 2)Px
T TO N while

the average received energy per symbol from the jammer is
E J

s = β2 P J
T Tjam , making the total received energy per symbol

Es = (α2 + 2σ 2)Px
T TO N + β2 P J

T Tjam . The average jammer-
to-signal ratio (JSR) measured at the destination node is:

JSRavg = E J
s /symbol

E x
s /symbol

= E J
s

E x
s

= β2 P J
T Tjam

(α2 + 2σ 2)Px
T TO N

. (2)

Average JSR is used because there is no notion of instan-
taneous JSR in this framework, due to the source signal
and jamming signal rarely being received at the same time.
We note that the value (E x

s +E J
s )/E x

s represents the antifragile
gain in terms of energy out versus energy in.
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The FSK receiver evaluates an M-dimensional array of
decision metrics with metric for frequency fi denoted as Yi .
We use an energy detector to perform non-coherent detection,
and each decision metric Yi is given by Yi = Y 2

i,c +Y 2
i,s where

Yi,c = 2
√

N0(TO N + Tgap + Tjam)

∫ T

0
r(t) cos(2π fi t)dt,

(6)

and Yi,s is the same expression with a sin(·) instead of cos(·).
To determine theoretical channel capacity using the cutoff

rate, we must find the probability density functions of Yk
conditioned on X = i , for when k = i and k �= i .
The following analysis assumes there is no adjacent channel
interference.

When X �= i (i.e., only noise is received), Yk is the sum of
the squares of two standard normal random variables, so Yk
takes on the chi-squared distribution with k = 2:

p(yk|X �= i) = 1

2
exp

[
−1

2
yk

]
k �= i, (7)

when yk ≥ 0, and zero otherwise. When X = i , the probability
density function of Yk is expressed in Equation 3 at the
bottom of this page. I0 is the modified Bessel function of the
zero’th order. Equation 3 is similar to the one derived in [2],
except the jamming signal adds additional energy, and shifts
Yi accordingly. Note that cos(·) and sin(·) disappeared,
because θ x

k and θ J
k are uniformly distributed between zero

and 2π . We indirectly validate Equation 3 in Figure 4.

IV. CHANNEL CAPACITY USING CUTOFF RATE

We will now evaluate the channel capacity of the proposed
waveform, under the previously stated assumptions. Instead of
using the Shannon limit, which provides the maximum rate at
which information can be reliable communicated, we make
use of the cutoff rate. The cutoff rate provides an expression
for channel capacity when taking into account the practical
limits of convolutional codes. The cutoff rate is defined as the
rate at which the number of steps per sequentially-decoded
digit becomes infinite [3]. In other words, when information
is sent at a rate above the cutoff rate, then the average com-
putational complexity of the decoding algorithm, when using
convolutional codes, becomes unbounded. While the cutoff
rate only applies to convolutional codes, it provides a method
to simplify the mathematical expressions when calculating
channel capacity while taking into account practical coding.

Under M orthogonal signals and optimal decoding, the
cutoff rate, denoted as R0, is given by [4]

R0 = 1 − logM

[
1 + (M − 1) ·
(∫ √

p(y|X = 0)p(y|X = 1)dy

)2
]

. (8)

Fig. 4. Practical channel capacity (based on the cutoff rate) of the proposed
FSK antifragile waveform when SNR = 3 dB (top) and SNR = 10 dB
(bottom). Simulation assumes a Rician source-destination channel and AWGN
jammer-destination channel, with α2 = 2σ 2, meaning the LOS and scattering
components have equal received power. The number of subchannels being
piggybacked on, M, is varied. Numerical validation of Equation 4 is shown
in dots for M = 128 in the bottom plot.

By substituting in Equation 3 we find the cutoff rate for the
proposed waveform under optimal decoding and soft detection,
shown in Equation 4 at the top of the next page.

Equation 4 is similar to the cutoff rate derived in [2], except
the jamming component adds some additional terms, and we
have inserted the full expression for received power associated
with each component (due to the pulsed nature of the signals).
This cutoff rate expression is in terms of information bits per
symbol (i.e. bits per complex dimension) instead of bits/s/Hz.
This is often done to avoid the dependence on an arbitrary
definition of bandwidth. In this case, it is also because the
bandwidth occupied by the FSK signal depends on the sub-
channel configuration of the jammer, not the transmitted signal
itself. In order to keep this analysis agnostic of bandwidth, we
have only discussed energy per bit or symbol, noise spectral
density N0 (in units of joules), and non-coherent detection
using an energy detector.

V. NUMERICAL RESULTS

In this section we present numerical results, showing the
signal-to-noise ratio (SNR) and JSR necessary for reliable
(arbitrarily small error rate) and practical (taking into account
the cutoff rate) communications. We also provide example
throughput figures for scenarios based on exploiting a jammer
designed to reactively jam users in the uplink of LTE.

p(yk|X = i, k = i)= 1

2+ 4σ 2 Px
T TON

N0

exp

[

−1

2

yk N0 + 2α2 Px
T TO N − 2β2 P J

T Tjam

N0 + 2σ 2 Px
T TO N

]

· I0

⎡

⎣

√
2α2 Px

T TO N (N0 yk −2β2 P J
T Tjam)

N0+2σ 2 Px
T TO N

⎤

⎦

(3)
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R0 = 1 − logM

[
1 + M − 1

4 + 8σ 2 Px
T TON

N0

{ ∞∫

0

exp

(
− 1

4

yk N0 + 2α2 Px
T TO N − 2β2 P J

T Tjam

N0 + 2σ 2 Px
T TO N

− 1

4
yk

)
·

√√
√
√
√I0

⎛

⎝

√
2α2 Px

T TO N (N0 yk − 2β2 P J
T Tjam)

N0 + 2σ 2 Px
T TO N

⎞

⎠dy

}2]
(4)

R0 = 1 − logM

[
1 + M − 1

4 + 2·SNR
1+JSRavg

{ ∞∫

0

exp

(
− 1

4

y
1+JSRavg

SNR + 1 − 2 · JSRavg
1+JSRavg

SNR + 1
2

− 1

4
y

)
√√
√
√
√I0

⎛

⎝

√
y

1+JSRavg
SNR − 2 · JSRavg

1+JSRavg
SNR + 1

2

⎞

⎠dy

}2]

(5)

A. Bits Per Symbol

To reduce the parameter space for the sake of visualizing
results, and focus on a given SNR and JSR, we investigate
the scenario in which the source node and jammer have the
same instantaneous transmit power, the LOS and Rayleigh
components have the same received power, and the channel
attenuations are the same, denoted as α2 = 2σ 2 = β2/2 and
Px

T = P J
T . Under these assumptions, the average JSR is simply

JSRavg = Tjam/TO N , allowing the absolute time durations
to be removed from the equations. These assumptions allow
Equation 4 to be rewritten in terms of SNR and JSRavg, as
shown in Equation 5 at the top of this page.

Numerical results are shown in Figure 4 with SNR set to a
constant 3 dB (top) and 10 dB (bottom). The y-axis indicates
the number of information bits per symbol, which can be
converted to throughput by multiplying by the symbol rate.
For each case, the baseline is roughly where the curve hits
the y-axis (representing no jammer). Numerical validation of
Equation 4 is shown in dots for M = 128.

A significant gain over the baseline occurs when M is large,
and is most apparent at low SNR. This makes sense, because if
SNR were high, then the source node does not need any “help”
from the jammer in order to transmit reliably at a medium-to-
high data rate, for a given amount of energy. Instead of simply
increasing Px

T , the source node takes advantage of the enemy
jammer, and the strategy takes on an antifragile property.

B. Throughput

The results presented thus far show what SNR and JSR
levels are needed to achieve a certain number of bits per
symbol. However, as discussed earlier, the number of FSK
frequencies (which determines the achievable bits per symbol)
is based on the jammer’s subchannel configuration. Mean-
while, throughput is heavily based on the response time on
the jammer, and how well TO N and TO F F are tuned. Because
of these factors, it makes sense to investigate the channel
throughput while assuming that the SNR and JSR are “high
enough” for FSK under a certain code rate r . When there are
no block errors, throughput performance in terms of bits per
second is simply 1

TON +TOF F
r log2 M . We must also take into

account the detection engine within the jammer, which will
not always trigger if TO N is too small. Consider a jammer
that intends to reactively jam a frequency-hopping signal with
a hop length of 100 μs, and that hops across 256 frequencies.
If the jammer intends to overlap with a large portion of each

Fig. 5. Example throughput assuming Tsense = 10 μs, r = 0.75,
and M = 256. The throughput hits zero when TO N is simply too short
to trigger the jammer’s detection engine.

hop (e.g., 75%) after taking into account propagation delay
(let’s say 15 μs, equating to roughly 5 km), then it should be
able to detect the signal within the first 10 μs. The result is a
reactive jammer with a Tsense = 10 μs and Tjam somewhere
between 50 to 100 μs.

To show how there is an optimal value of TO N , in Figure 5
we plot throughput for a system piggybacking off the previ-
ously mentioned jammer. In this example, all 256 subchannels
are being piggybacked off. The value TO F F , which ideally is
equal to Tjam + Tgap, is varied between three values. It is
assumed that both SNR and JSR are high enough for reliable
FSK at this code rate, set to 0.75. The throughput hits zero
when TO N is simply too short to trigger the jammer’s detection
engine. As TO N gets larger, the symbol period gets longer
and throughput is reduced. Note that these results are still
agnostic of bandwidth. In this case, the bandwidth occupied
by the FSK signal depends on the jammer’s subchannel
configuration, which depends on the frequency-hopping signal.
Further information regarding the timing constrains associated
with reactive jamming implementations can be found in [5].
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