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The authors analyze the
effect of different levels
of RF spoofing applied to
LTE. RF spoofing affects
LTE devices during the
initial cell selection process, where a strong nearby cell can impede access
to a serving LTE network.
This is a serious threat
and can be caused unintentionally, in the case
of dense and uncoordinated LTE deployment in
unlicensed spectrum, or
intentionally, where an
adversary sets up a fake
LTE cell in either licensed
or unlicensed LTE
spectrum.

Abstract
The commercial success of LTE makes it the
primary standard for 4G cellular technology, and
its evolution paves the path for 5G technology.
Furthermore, LTE Unlicensed has been proposed
recently to allow cellular network operators to offload some of their data traffic to LTE component
carriers operating in the unlicensed band. Hence,
it is critical to ensure that the LTE system performs
effectively even in harsh signaling environments
in both licensed and unlicensed spectrum. This
article analyzes the effect of different levels of RF
spoofing applied to LTE. RF spoofing affects LTE
devices during the initial cell selection process,
where a strong nearby cell can impede access
to a serving LTE network. This is a serious threat
and can be caused unintentionally, in the case
of dense and uncoordinated LTE deployment in
unlicensed spectrum, or intentionally, where an
adversary sets up a fake LTE cell in either licensed
or unlicensed LTE spectrum. This article analyzes
and experimentally demonstrates the severity of
these threats for the evolution of LTE and proposes effective mitigation techniques to prevent
denial of service. These mitigation techniques
improve the cell selection process at the LTE user
equipment, and are backward-compatible with
existing LTE networks. We recommend that these
modifications be enforced in future releases for
increasing the availability and scalability of LTE.

Introduction

Since the introduction of smartphones in 2007,
the mobile data demand has been growing tremendously. During that time, Long Term Evolution (LTE) has been in the process of being
standardized by the Third Generation Partnership Project (3GPP). Cellular network operators’
attention was drawn toward LTE as the enabling
technology to meet service demands. The LTE
specifications were finalized by the 3GPP in
March 2009 (LTE Rel-8), and the first LTE commercial network was launched in Sweden in late
2009. LTE soon became the primary standard for
fourth generation (4G) wireless communications.
The 3GPP offered several enhancements in subsequent releases. In June 2011, the 3GPP finalized
the first specifications for LTE-Advanced (LTE-A)
in Rel-10, which adds features such as advanced
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modes for multiple-input multiple-output (MIMO)
systems and carrier aggregation. In Rel-11, coordinated multipoint (CoMP) transmission modes
were defined. In Rel-12, features such as LTE-wireless LAN integration and machine type communications (MTC) were introduced. Several new
features have been introduced in Rel-13, such as
narrowband Internet of Things (IoT), enhancing
LTE device-to-device (D2D) services and using
LTE in unlicensed spectrum.
LTE offers better coverage, enhanced system
capacity, higher spectral efficiency, lower latency,
and higher data rates than its predecessors in a
cost-effective manner. Currently, there are 494
commercially LTE networks in 162 countries, of
which 127 operators have commercially launched
LTE-A carrier aggregation in 61 countries [1].
The huge amount of research and development
(R&D) that has been invested in the development
and deployment of LTE makes it an ideal candidate for non-commercial service, too. It promises
to become the standard for a unified broadband
public safety network for providing better awareness of and faster recovery from emergency situations [2]. LTE is also considered for supporting
mission-critical operations, inter-vehicle communications, machine-to-machine (M2M) communications, and many other applications. LTE/LTE-A
is unarguably the primary standard for 4G cellular
and is expected to play a big role in the development of 5G technology [3].
The success of LTE has pushed cellular network
operators to strive for innovative and scalable solutions to keep pace with the steadily growing service demand. LTE Unlicensed has been proposed
recently to operate in the 5 GHz band and will
allow cellular network operators to offload some
of their data traffic to unlicensed bands, which can
lead to a significant increase in data rates offered
for LTE users [4]. Currently, there are three proposed variants of LTE Unlicensed [5]. The first
is called LTE-U and is developed by the LTE-U
Forum to work with the existing 3GPP Releases
10/11/12. LTE-U is designed to operate in countries, such as the United States and China, that do
not mandate implementing the listen-before-talk
(LBT) technique. The second variant is called
licensed assisted access (LAA) and is being standardized by the 3GPP in Rel-13. The major design
target for LAA is to have a single unified global
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framework that complies with all the regulatory
requirements in the different regions of the world.
Accordingly, several functionalities need to be
supported for an LAA system such as LBT (which
is mandated in Europe and Japan) and dynamic
frequency selection (DFS) to avoid causing interference to radar systems. These functionalities are
in addition to the requirement to extend the physical layer capabilities to support operation in the
5 GHz frequency band, with system bandwidths
not less than 5 MHz. These new functionalities
will require modifying several functions that are
performed by the different layers of the protocol
stack [6]. In Rel-13, the downlink operation for
LAA is defined, and the uplink operation will be
added in subsequent releases. Both variants, LTE-U
and LAA, propose to use the licensed spectrum as
the primary carrier for signaling (control channels)
and to carry data of users with high quality of service (QoS) requirements. Carrier aggregation will
be used to add secondary component carriers in
the unlicensed spectrum to deliver data to users
with best effort QoS requirements. The third variant of LTE Unlicensed is called MulteFire and is
proposed by Qualcomm as a standalone version
of LTE for small cells. This variant will use only the
unlicensed spectrum in the 5 GHz band as the
primary and only LTE carrier.
Since LTE will keep playing a dominant role for
broadband communications for years to come,
reliability becomes an important aspect for the
evolution of LTE. LTE security-related questions
have been posed recently and investigated by
several researchers. Despite the fact that LTE provides higher security than previous generations
of cellular systems, such as UMTS (3G) or GSM
(2G) [7], LTE is still vulnerable to natural or unintentional as well as intentional interference [8].
Unintentional interference has been broadly analyzed, and interference mitigation, coordination,
and cancellation techniques have been proposed.
Enhanced interference cancellation techniques
are deployed today and continuously improved
to allow for network densification as a means of
increasing capacity. LTE was originally designed
for use in licensed spectrum and has mechanisms
for dealing with low signal-to-noise ratio. However, LTE lacks mechanisms for protecting control
channels from intentional interference. Intentional
interference at the physical layer can be in the
form of jamming or RF spoofing. Jamming refers
to intentional RF interference to a target signal.
The work in [9] provides an overview of the physical layer resiliency of orthogonal frequency-division multiplexing (OFDM), the air interface of LTE.
Jamming can be categorized under barrage jamming, partial-band jamming, pilot-tone jamming,
and protocol-aware jamming. Protocol-aware jamming refers to interference generated to a specific
subsystem by using knowledge of the different
physical channels and signals, their locations, and
their roles in effective system operation. The
potential threat of LTE protocol-aware jamming
was brought to light in a letter to the U.S. Department of Commerce [10]. As opposed to jamming,
RF spoofing does not generate a noise-like signal
that interferes with the target signal, but rather
regenerates specific control signals that impede
the user from attaching to the regular network
and receiving communications service [11].
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This article discusses the following aspect of
the evolution of LTE: the need to ensure service
availability to satisfy the growing dependence on
4G LTE services for different types of applications,
including commercial and mission-critical. We
identify an emerging threat that can slow down
the evolution of LTE. This threat is in the form of
RF spoofing, which affects the initial cell selection process as a result of natural or international
interference. After providing the necessary background, this article analyzes the problem, proposes effective solutions, and discusses their impact.

The Initial Cell Selection Process in LTE

During initialization, the user equipment (UE)
performs the cell selection process and acquires
the basic network information. The UE then performs the random access procedure to access
the network and set up a dedicated connection
with the eNodeB. Once the connection is established, the UE requests to attach to the network,
and the authentication procedure follows. In each
of these stages, protocol-specific messages are
exchanged between the different protocol layers
of the UE and their counterparts at the eNodeB
or the evolved packet core network. Figure 1
summarizes the main steps that the UE performs
as part of the cell selection process. The protocol layers involved are the physical (PHY), radio
resource control (RRC), and non-access stratum
(NAS) layers. At power up, the UE tries to find a
cell to camp on. Camping on a cell means tuning
to the control channels of that cell and enables
the UE to receive broadcast messages transmitted by the eNodeB. These are a series of messages that are collectively called system information
messages. Some of these system information messages comprise information regarding the cell and
its configuration, and enable the UE to access the
cell and establish a connection with the network.
In order to select a cell, a public land mobile
network (PLMN) should first be selected by the
NAS layer, which then requests the RRC layer to
select a cell of the selected PLMN (or its equivalents), that is, a cell that broadcasts in its system
information messages that it belongs to the selected PLMN (or its equivalents) [12].
During the cell selection process, the UE
sequentially scans the bands that it supports. This
band scanning enables the UE to find the active
RF channels on the supported LTE bands. (An
RF channel is considered active if the received
signal strength indicator, or RSSI, exceeds a certain threshold.) In the case where there is more
than one LTE cell on an active RF channel, the
UE selects the strongest cell as per the LTE 3GPP
specifications, which state that “the UE needs only
search for the strongest cell” at any given frequency [13]. The reason for this is to prevent UEs from
creating uplink interference by choosing a cell
other than the strongest. The UE acquires timing
and frequency synchronization with the help of
the cell’s primary and secondary synchronization
signals (PSS and SSS). More precisely, the PHY
layer down-converts and digitizes the received
signal on a carrier frequency and correlates it with
three locally generated primary synchronization
sequences in the time domain to find the strongest cell, that is, the cell that provides the highest
correlation result. Based on the correlation results,

There are a series of
messages in LTE that
are collectively called
system information
messages. Some of
these system information messages comprise
information regarding
the cell and its configuration, and enable the
UE to access the cell
and establish a connection with the network.
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RF spoofing in LTE can
have two forms: intentional and unintentional.
Intentional spoofing
involves an attacker
that creates a partial
or full LTE downlink
frame (fake cell) trying
to deceive UEs and
prevent them from

the UE determines the cell’s physical layer identity
and acquires time and frequency synchronization.
The PHY layer then detects the SSS, which is at a
known position with respect to the PSS and carries the physical cell identity group. The physical
cell identity group together with the physical layer
identity provides the unambiguous physical cell
identity (PCI). The UE also learns about the cyclic
prefix (CP) type and the frequency-/time-division
duplex (FDD/TDD) mode used by the cell.
Once the UE is time- and frequency-aligned
with the LTE downlink frame, it looks for the
reference signal (RS) at known locations for a

camping on a legal cell.

cell quality check and for channel equalization,
which is needed to decode the master information block (MIB). The MIB is part of the broadcast control channel (BCCH) carried over the
physical broadcast channel (PBCH) and contains
the essential LTE system access parameters, such
as the LTE system bandwidth and the system
frame number.
The UE next acquires the SystemInformationBlockType1 or SIB1 message, which is also part of
the BCCH, but is carried over the physical downlink shared channel (PDSCH). By decoding this
message, the UE can complete its check if the cell
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Figure 1. Initial cell selection process for the UE.
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is suitable for camping. A cell is suitable for camping if it satisfies the following criteria:
• The S-criterion, meaning that the cell has a
good power level and quality, measured in
terms of reference signal received power
(RSRP) and reference signal received quality
(RSRQ).
• The cell is part of either the selected PLMN,
the registered PLMN, or a PLMN from the
equivalent PLMN list. The selected PLMN or
its equivalents are provided by the NAS layer
to the RRC layer when requesting to select a
cell. The PLMN to which the cell belongs is
advertised in the SIB1 message.
• The cell is part of at least one tracking area
(TA) that is not part of the list of forbidden
tracking areas for roaming. The forbidden
tracking areas for roaming list is provided by
the NAS layer. The SIB1 message contains
the tracking area code (TAC) to which the
cell belongs.
• The cell is not barred or treated as a barred
cell. A cell is barred if it is indicated as such
in the SIB1 message field cellBarred. A cell is
treated as barred when the mutual authentication between the UE and the network fails.
The SIB1 message also contains other important information, such as the cell identity and the
intraFreqReselection flag, which indicates whether
the UE is allowed to choose the second strongest
cell at the same frequency in case the strongest
cell is barred or to be treated as barred by the UE.
If all the conditions for camping are satisfied,
the RRC layer considers the cell suitable for camping and instructs the PHY layer to acquire the SystemInformationBlockType2 or SIB2 message. Like
the SIB1 message, the SIB2 message is also part
of the BCCH and is carried over the PDSCH. The
UE is now camped on the cell, and the initial cell
selection procedure terminates. Otherwise, if the
UE finds that the strongest cell is not suitable for
camping (one or more suitable cell criteria are
not met), it will try to camp on the strongest cell
on another active carrier in a given band. If no
suitable cell is found on all active RF channels in a
band, the UE will continue searching for a suitable
cell on another band that is supported by the UE.
The network is acquired when a suitable cell for
camping is found.
After network acquisition, the UE starts the
connection establishment procedure in order to
attach to the network. Attaching to the network
means that the UE registers itself with the network, followed by the mutual authentication process. If the UE successfully authenticates with the
network, the attachment procedure is completed
successfully. If the mutual authentication between
the UE and the network fails, the UE will treat the
cell as barred. The UE shall exclude the barred
cell, or the cell that is treated as barred, for 300
s [13].
The initial cell selection process was first standardized in 3GPP Rel-8 and was not changed
through Rel-12. All LTE service consumers need
to go through the initial cell selection process
every time the UE is turned on or returns from
being out of coverage. Whereas making it simple
and flexible was the primary objective when LTE
was first launched, the massive deployment of
LTE in dense urban areas, the need for providing
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Figure 2. Intentional LTE RF spoofing.
extensive new applications, and the LTE evolution
into the unlicensed spectrum require revisiting the
cell selection process and analyzing its robustness
against unintentional and intentional RF interference.

RF Spoofing in LTE

RF spoofing in LTE can have two forms: intentional and unintentional. Intentional spoofing involves
an attacker that creates a partial or full LTE downlink frame (fake cell) trying to deceive UEs and
prevent them from camping on a legal cell. Unintentional spoofing happens when cells are densely deployed in an uncoordinated way.

Intentional RF Spoofing

RF spoofing in LTE was introduced in [11] and
refers to setting up a fake eNodeB that transmits
some of the LTE signals and higher-layer control
messages (which is why it can be called LTE control channel spoofing), but does not have the
authentication keys or offer any service. If this
fake eNodeB appears as the strongest cell at the
UE for a given frequency channel, the UE will try
to camp on this fake cell and will not be able to
select any other LTE cell in that channel. The different levels of spoofing range from creating a
fake LTE frame that contains only the PSS/SSS to
creating a fake LTE frame that contains most of
the LTE downlink control signals and channels.
The concept of intentional RF spoofing is illustrated in Fig. 2.
Synchronization Signal Spoofing: The simplest
way of RF spoofing is PSS & SSS spoofing, which
is a PHY layer signaling attack. A PSS along with
an SSS are created according to the LTE specifications. That is, the fake eNodeB arbitrarily chooses
the synchronization sequences (PSS and SSS) and
periodically transmits them asynchronous to, but
on, the LTE carrier frequency of the legal eNodeB. When the PHY layer of the UE reports to the
RRC layer that it has received the PSS and SSS,
the RRC will expect to receive the MIB message
next. Since no PBCH is transmitted, the RRC layer
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Figure 3. Block diagram of the testbed.
eventually instructs the PHY layer to search for
another cell at another frequency.
The 3GPP specifications for RRC [14] state
that if the RRC is in the idle mode and does
not receive either the MIB or SIB1 message,
the UE shall treat this cell as barred and perform barring as if the intraFreqReselection flag
is set to allowed. Hence, the UE may select
the second strongest cell. However, many UE
manufacturers may overlook the importance
of choosing the second strongest cell for the
sake of simplifying the interface between the
PHY and RRC layers. The implications of this
would be allowing the RRC to instruct the PHY
to scan only a specific frequency, and the PHY
is programmed to deliver only the strongest
cell and does not have the ability to distinguish
between a barred and a non-barred cell, as
demonstrated in [15].
Partial LTE Downlink Frame Spoofing: A more
sophisticated way of spoofing is when the fake
eNodeB transmits a partial LTE frame using the
PLMN of the legal eNodeB. This frame contains
the PSS, SSS, RS, PBCH, and the PDSCH’s SIB1
message, but not SIB2. The 3GPP specifications
state that if the UE does not receive the SIB2
message, it shall treat this cell as barred and shall
refer to the received SIB1 message to learn if it
is allowed to select another cell within the same
frequency by reading the intraFreqReselection flag
in the SIB1 message. The attacker simply needs to
set this flag to notAllowed to prevent the UE from
camping on a cell at this frequency. This type of
vulnerability is not implementation-specific, but
rather standard-specific [15].
If the attacker sends a SIB2 message as well,
the UE initiates the mutual authentication process
after decoding the SIB2 message. The authentication process fails since the fake eNodeB does not
have the valid keys. As a result, the UE treats this
cell as barred, and the RRC layer starts a new cell
selection process. During this new cell selection
process, the PHY layer will again report the strongest cell; the RRC layer will find that the cell is to
be treated as barred and consequently instruct
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the PHY layer to resume the cell search on a different frequency [11].
System Information Message Spoofing: The
fake eNodeB transmits specific parameters in the
SIB messages to cause denial of service. The cellBarred field in the SIB1 message was introduced
by the 3GPP to enable mobile operators to perform testing and maintenance on any cell before
allowing users to actually access it. If the cellBarred field is set to True, the particular cell will be
barred. In this case, and according to the 3GPP
specifications, the UE will exclude the barred cell
for 300 s. If the fake cell transmits the same PCI
as the legal eNodeB, the legal eNodeB will be
wrongly excluded by the UE for 300 s, even if the
fake cell is turned off in the meanwhile. The fake
cell could operate at a low duty cycle and still permanently prevent a UE from camping on the legal
cell by repeatedly barring it [11].

Unintentional RF Spoofing

MulteFire entails multiple private small cell eNodeBs transmitting exclusively in the unlicensed
band. If there are two eNodeBs belonging to different networks that happen to transmit on the
same frequency, an effect similar to RF spoofing
may occur. When a UE receives an LTE frame
from a neighbor eNodeB with higher power than
its own eNodeB, it will try to access this network.
The authentication process will fail because the
UE does not belong to the network it tries to
access. It is important to point out that this may
happen only if the two eNodeBs have the same
PLMN, and the PLMN consists of a Mobile Country Code (MCC), which is 3 digits, and a Mobile
Network Code (MNC), which is 2 or 3 digits.
Given the fact that we are considering the case
where MulteFire will be operated in an uncoordinated way for private and dense small cells, and a
PLMN can be set up by the user during the initial
eNodeB setup and configuration, this scenario is
not unlikely. Furthermore, the authentication process for MulteFire has not been identified yet, and
there is a discussion about removing the need for
a SIM card at the UE to keep it as simple as WiFi.
In this case, once the UE synchronizes to the
strongest cell, it will not be able to resynchronize
to a weaker cell, as explained above and demonstrated later. Hence, denial of service will occur.
Given that for MulteFire the cell is not expected
to offer access through another type of wireless
technology (e.g., 3G or 2G), the UE will not be
able to receive any service at all.

Experimental Assessment

We have created a lab-scale testbed in order to
validate the effect of LTE control channel spoofing
on the UE. Figure 3 shows the block diagram of
the testbed. The test results consistently show that
RF spoofing impedes UEs that are in the initial cell
selection process from attaching to the legal eNodeB. The UE is able to attach to the legal eNodeB
after the fake or uncoordinated cell is turned off.
The test procedures and results are summarized
in Fig. 4.
For LTE and LTE-A systems, a fake eNodeB that
transmits part of the LTE frame can enforce the
UE to search for an LTE signal in a different RF
channel or band. Given that most LTE networks
are based on a single frequency, this will cause
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permanent denial of service for the UE to the LTE
network. In this case, the UE will have to downgrade its service to a 3G or 2G system, which
offers a much slower data rate and is vulnerable
to other types of security attacks. It is worth mentioning that rebooting the UE device will not solve
the problem. The UE is not able to attach to the
LTE network as long as the UE receives the fake
synchronization signals at a higher power level
than those that are transmitted from the legal
eNodeB.
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Mitigation

We propose simple modifications to the LTE cell
selection process that would effectively mitigate
the effect of RF spoofing. Figure 5 indicates the
proposed modifications. They can be summarized
as follows:
• The PHY layer should report to the RRC layer
a list of all cells that are detected along with
their corresponding PCI and received power
levels. The RRC layer should save this list.
• The RRC layer should create two separate
flags, one for a barred cell as received in
the SIB1 message, and one for a cell to be
treated as barred to ensure that the UE will
handle these two cases differently. The cell
should be treated as barred in the following
cases:
–When the mutual authentication process
between the UE and the network fails at the
UE side
–When the UE does not receive any of the
control messages, specifically the MIB, SIB1,
or SIB2 messages, within a specific time
frame, which also needs to be specified
• The RRC layer should first check if the cell is
to be treated as barred, before checking if
the cell is barred.
• When the cell is to be treated as barred, the
UE should be allowed to select the second
strongest cell at the same frequency.
• If the cellBarred flag in SIB1 is True, the RRC
layer should check for any duplicate PCI at
the same frequency. If the RRC finds that
cellBarred is True, and the PCI of that cell is
not unique, the RRC layer should flag this
cell to be treated as barred.
To elaborate further, we propose allowing the
UE to select the second strongest cell at the same
frequency only for the case when the strongest
cell is to be treated as barred. The reason for the
3GPP specifications mandating the UE to select
the strongest cell is to not create excessive uplink
interference by the UE to other UEs when communicating with a farther cell. The proposed modifications allow selecting the second strongest cell
if and only if the strongest cell is to be treated as
barred. In the case of licensed spectrum, when
the cell is flagged as “to be treated as barred,”
there are no UEs attached to it. Hence, the UE
will not create any uplink interference if it selects
the second strongest cell. This proposed modification will not affect the current UE procedure in
case of roaming or handover, as these only affect
the UE initialization process when the authentication fails at the UE side, and it will be an effective
mitigation technique against partial LTE downlink
frame spoofing. In the case of unlicensed spectrum, when the strongest cell is marked as “to
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signal spoofing downlink frame information
spoofing
message
spoofing

Figure 4. Summary of test results for the different types of RF spoofing.
be treated as barred,” this means that cell is not
the serving eNodeB for this UE. In this case, the
UE should keep searching for its own eNodeB by
allowing it to select the second strongest cell.
We also propose to create a timer at the RRC
layer for receiving any of the essential LTE control
messages (e.g., the MIB, SIB1, or SIB2 messages),
and when the timer expires, the RRC marks this
cell as “to be treated as barred.” This then allows
the UE to select the second strongest cell in case
of failing to receive any of the required control
messages. If the RRC layer does not receive the
expected message within the specified time, the
RRC can mark this cell to be treated as barred.
Hence, the UE would mark a cell to be treated
as barred when the mutual authentication fails or
when the UE does not receive a control message
within the specified timeframe. This is our proposed mitigation method against synchronization
signal spoofing.
By creating two separate flags, one for a cell
to be treated as barred and one for a barred cell,
we ensure that the UE will handle the two cases
differently. In the case where the fake eNodeB
broadcasts itself as barred in the SIB1 message,
we propose that the UE checks if this PCI is duplicated in the list of the received PCIs at that frequency. If so, we recommend that the UE treats
this cell as barred. This would allow the UE to
select the second strongest cell rather than automatically search on a different frequency. The
network can eventually hand over the UE to the
strongest cell, which was mistakenly barred as
a result of RF spoofing, and so avoid denial of
service caused by system information message
spoofing.
For the case of unintentional spoofing, after
the UE fails to authenticate the network that is
transmitting the strongest cell, the proposed modifications will enable the UE to select the second
strongest cell, which belongs to its own network.
The proposed modifications collectively provide an effective mitigation method against the
different types of intentional and unintentional RF spoofing discussed in this article. These
changes ensure backward compatibility with the
deployed LTE devices and networks, and do not
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With the advent of LTE
operating in unlicensed
bands, the availability

introduce excessive uplink interference. Hence,
the proposed modifications will not lead to any
performance degradation when compared to the
current LTE system deployments and operation.

Conclusions

of the LTE network can
become increasingly
compromised the more
networks are deployed.
This is not only because

We have shown how RF spoofing, whether intentional or unintentional, can prevent LTE/LTE-A
users from accessing the network and obtaining
4G services. As the number of users grows and
new LTE technologies appear, this can become a

serious threat that will impede scaling LTE to fulfill
the emerging needs.
With the advent of LTE operating in unlicensed bands, the availability of the LTE network
can become increasingly compromised the more
networks are deployed. This is not only because
of the classical inter-cell interference, but also
because of the cell selection process that does
not scale well for uncoordinated operation in unlicensed bands. Future mission-critical networks
likewise can suffer from this. Public safety and mil-
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itary systems will use LTE Rel-8 or higher. Hence,
we recommend adopting these simple fixes in
future releases of LTE-A and use these releases for
networks that will offer mission-critical services.
Beyond LTE-A, next generation networks need
to be more reliable by providing robust network
access. Research is needed to redesign the network
access procedure and help avoid potential problems
that can arise from exploiting the openness of standards and control channel dependency.
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